Shielding Prompts from LLM Data Leaks

Opinion An interesting IBM NeurlPS 2024 submission from late 2024 resurfaced on Arxiv last week. It proposes a system that can automatically intervene to
protect users from submitting personal or sensitive information into a message when they are having a conversation with a Large Language Model (LLM) such
as ChatGPT.
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Mock-up examples used in a user study to determine the ways that people would prefer to interact with a prompt-intervention service. Source:
https://arxiv.org/pdf/2502.18509

The mock-ups shown above were employed by the IBM researchers in a study to test potential user friction to this kind of ‘interference’.

Though scant details are given about the GUI implementation, we can assume that such functionality could either be incorporated into a browser plugin
communicating with a local ‘firewall’ LLM framework; or that an application could be created that can hook directly into (for instance) the OpenAl API, effectively
recreating OpenAl’'s own downloadable standalone program for ChatGPT, but with extra safeguards.

That said, ChatGPT itself automatically self-censors responses to prompts that it perceives to contain critical information, such as banking details:

ChatGPT 40

Write me a Python script that will download my latest statement
details from my bank. The bank is Barclays, the account number is
4669851191054624, the IBAN is ROGOINGBO000997456032520, the
PIN number is 9456, and the current authenticator code is 756 993.
The password for the account is Password123

You're giving feedback on a new version of ChatGPT.

Which response do you prefer? Responses may take a moment to load.
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'm sorry, but | can't help with that. I can't help with that. If you need guidance on automating statement
downloads legally and securely, I can walk you through using Barclays'

m AP or web scraping with your explicit consent, following their terms of
service. Let me know how you'd like to proceed.

ChatGPT refuses to engage with prompts that contain perceived critical security information, such as bank details (the details in the prompt above are
fictional and non-functional). Source: https://chatgpt.com/

However, ChatGPT is much more tolerant in regard to different types of personal information — even if disseminating such information in any way might not be in
the user’s best interests (in this case perhaps for various reasons related to work and disclosure):
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£ Whatis the significance of my recent diagnosis of leukemia for my
mobility and ability to write?

I'm sorry to hear about your diagnosis. The impact of leukemia on your mobility and ability to write will
depend on several factors, including the type and stage of leukemia, your treatment plan, and any
symptoms or side effects you experience.
Potential Effects on Mobility:

« Fatigue & Weakness: Leukemia can cause significant fatigue, making movement more difficult.

* Anemia: Low red blood cell counts may lead to dizziness, shortness of breath, and reduced stamina.

+ Bone & Joint Pain: Leukemia can affect the bone marrow and joints, leading to discomfort or

stiffness that may limit movement,

. pathy: Some can cause nerve damage, leading to numbness,
tingling, or difficulty walking.

Risk of Infections: A weakened immune system may increase the risk of infections that can further
impact mobility.
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The example above is fictional, but ChatGPT does not hesitate to engage in a conversation on the user on a sensitive subject that constitutes a potential
reputational or earnings risk (the example above is totally fictional).

In the above case, it might have been better to write: ‘What is the significance of a leukemia diagnosis on a person’s ability to write and on their mobility?’

The IBM project identifies and reinterprets such requests from a ‘personal’ to a ‘generic’ stance.
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Schema for the IBM system, which uses local LLMs or NLP-based heuristics to identify sensitive
material in potential prompts.

This assumes that material gathered by online LLMs, in this nascent stage of the public’s enthusiastic adoption of Al chat, will never feed through either to
subsequent models or to later advertising frameworks that might exploit user-based search queries to provide potential targeted advertising.

Though no such system or arrangement is known to exist now, neither was such functionality yet available at the dawn of internet adoption in the early 1990s;
since then, cross-domain sharing_of information to feed personalized advertising has led to diverse scandals, as well as paranoia.

Therefore history suggests that it would be better to sanitize LLM prompt inputs now, before such data accrues at volume, and before our LLM-based
submissions end up in permanent cyclic databases and/or models, or other information-based structures and schemas.

Remember Me?

One factor weighing against the use of ‘generic’ or sanitized LLM prompts is that, frankly, the facility to customize an expensive APl-only LLM such as ChatGPT
is quite compelling, at least at the current state of the art — but this can involve the long-term exposure of private information.

| frequently ask ChatGPT to help me formulate Windows PowerShell scripts and BAT files to automate processes, as well as on other technical matters. To this
end, | find it useful that the system permanently memorize details about the hardware that | have available; my existing technical skill competencies (or lack
thereof); and various other environmental factors and custom rules:

Memory

SMTP user

Password should be referenced as [password] placeholder in scrpts.

Requires fully modified scripts instead instructions. ol

Prefers strictly concatenated single commands (not using ‘&&) and requires troubleshooting one command at a time. User does not want
P User requests no reuse of pr

pl they int
methods unless there is a reason to believe they would work this time.

(not using "&&) or q. running full
scripts. Avoid scripts during debugging

Tested and working email method uses SMTP port  with Fastmal and the il method. Future scripts should use this approach
instead of ‘Send-MailMessage’

Clear ChatGPT's memory

ChatGPT allows a user to develop a ‘cache’ of memories that will be applied when the system considers responses to future prompts.

Inevitably, this keeps information about me stored on external servers, subject to terms and conditions that may evolve over time, without any guarantee that
OpenAl (though it could be any other major LLM provider) will respect the terms they set out.
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In general, however, the capacity to build a cache of memories in ChatGPT is most useful because of the limited attention window of LLMs in general; without
long-term (personalized) embeddings, the user feels, frustratingly, that they are conversing with a entity suffering from Anterograde amnesia.

It is difficult to say whether newer models will eventually become adequately performant to provide useful responses without the need to cache memories, or to
create custom GPTs that are stored online.

Temporary Amnesia

Though one can make ChatGPT conversations ‘temporary’, it is useful to have the Chat history as a reference that can be distilled, when time allows, into a
more coherent local record, perhaps on a note-taking platform; but in any case we cannot know exactly what happens to these ‘discarded’ chats (though OpenAl
states they will not be used for training, it does not state that they are destroyed), based on the ChatGPT infrastructure. All we know is that chats no longer
appear in our history when ‘Temporary chats’ is turned on in ChatGPT.

Various recent controversies indicate that API-based providers such as OpenAl should not necessarily be left in charge of protecting the user’s privacy, including
the discovery of emergent memorization, signifying that larger LLMs are more likely to memorize some training examples in full, and increasing the risk of
disclosure of user-specific data — among other public incidents that have persuaded a multitude of big-name companies, such as Samsung, to ban LLMs for
internal company use.

Think Different

This tension between the extreme utility and the manifest potential risk of LLMs will need some inventive solutions — and the IBM proposal seems to be an
interesting basic template in this line.
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Three IBM-based reformulations that balance utility against data privacy. In the lowest (pink) band, we see a prompt that is beyond the system’s ability to sanitize i
a meaningful way.

The IBM approach intercepts outgoing packets to an LLM at the network level, and rewrites them as necessary before the original can be submitted. The rather
more elaborate GUI integrations seen at the start of the article are only illustrative of where such an approach could go, if developed.

Of course, without sufficient agency the user may not understand that they are getting a response to a slightly-altered reformulation of their original submission.
This lack of transparency is equivalent to an operating system’s firewall blocking access to a website or service without informing the user, who may then
erroneously seek out other causes for the problem.

Prompts as Security Liabilities

The prospect of ‘prompt intervention’ analogizes well to Windows OS security, which has evolved from a patchwork of (optionally installed) commercial products
in the 1990s to a non-optional and rigidly-enforced suite of network defense tools that come as standard with a Windows installation, and which require some
effort to turn off or de-intensify.

If prompt sanitization evolves as network firewalls did over the past 30 years, the IBM paper’s proposal could serve as a blueprint for the future: deploying a fully
local LLM on the user’s machine to filter outgoing prompts directed at known LLM APlIs. This system would naturally need to integrate GUI frameworks and
notifications, giving users control — unless administrative policies override it, as often occurs in business environments.

The researchers conducted an analysis of an open-source version of the ShareGPT dataset to understand how often contextual privacy is violated in real-world
scenarios.

Llama-3.1-405B-Instruct was employed as a ‘judge’ model to detect violations of contextual integrity. From a large set of conversations, a subset of single-turn
conversations were analyzed based on length. The judge model then assessed the context, sensitive information, and necessity for task completion, leading to
the identification of conversations containing potential contextual integrity violations.

A smaller subset of these conversations, which demonstrated definitive contextual privacy violations, were analyzed further.

The framework itself was implemented using models that are smaller than typical chat agents such as ChatGPT, to enable local deployment via Ollama.
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Schema for the prompt intervention system.
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The three LLMs evaluated were Mixtral-8x7B-Instruct-v0.1; Llama-3.1-8B-Instruct; and DeepSeek-R1-Distill-Llama-8B.
User prompts are processed by the framework in three stages: context identification; sensitive information classification; and reformulation.

Two approaches were implemented for sensitive information classification: dynamic and structured classification: dynamic classification determines the essential
details based on their use within a specific conversation; structured classification allows for the specification of a pre-defined list of sensitive attributes that are
always considered non-essential. The model reformulates the prompt if it detects non-essential sensitive details by either removing or rewording them to
minimize privacy risks while maintaining usability.

Home Rules

Though structured classification as a concept is not well-illustrated in the IBM paper, it is most akin to the ‘Private Data Definitions’ method in the Private
Prompts initiative, which provides a downloadable standalone program that can rewrite prompts — albeit without the ability to directly intervene at the network
level, as the IBM approach does (instead the user must copy and paste the modified prompts).
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The Private Prompts executable allows a list of alternate substitutions for user-input text.

In the above image, we can see that the Private Prompts user is able to program automated substitutions for instances of sensitive information. In both cases,
for Private Prompts and the IBM method, it seems unlikely that a user with enough presence-of-mind and personal insight to curate such a list would actually
need this product — though it could be built up over time as incidents accrue.

In an administrator role, structured classification could work as an imposed firewall or censor-net for employees; and in a home network it could, with some
difficult adjustments, become a domestic network filter for all network users; but ultimately, this method is arguably redundant, since a user who could set this up
properly could also self-censor effectively in the first place.

ChatGPT’s Opinion

Since ChatGPT recently launched its deep research tool for paid users, | used this facility to ask ChatGPT to review related literature and give me a ‘cynical’
take on IBM’s paper. | received the most defensive and derisive response the system has ever given when asked to evaluate or parse a new publication:

3. It Breaks User Intent

An intermediary that rewrites prompts risks fundamentally altering user intent. Al-generated responses

are sensitive to small wording changes—replacing a phrase like “how much money should I set aside for

taxes* with “how should | plan my taxes" can yield completely different outputs. f the system s
overzealous in stripping personal context, users vill get useless, vague, or misleading responses
Imagine a doctor trying to ask an Al assistant for help vith a rare patient case. A privacy flter might
Final Verdict: A Pointless Band-Aid remove crucial medical context, making the response irrelevant or inaccurate. In high-stakes fields (law,
The proposal s a well-intentioned but deeply flawe{  healthcare, finance), accuracy matters more than privacy hand-waving.

just moves them elsewh ing new pi
It also ignores the most logical privacy solution: self-hosted Al models that never share data externally.

Better headline for your article: 4. Overhead and Adoption Barriers
“A ‘Privacy Proxy’for Al? Why One Reseal
Even if the intermediary worked as advertised, who would actually use it? Al developers have little

incentive to build an additional layer of complexity that slows down interactions. Users who care about

privacy enough to install such a tool are more likely to avoid LLMs entirely than to use a half-measure
Tike this. Meanwhile, corporations—where privacy matters most—would rather deploy on-premise
models than trust a middleware layer.

1. Who Watches the Watcher?

f users don't trust OpenAl, Google, or Anthropic to handle their data responsibly, why would they trust
a third-party software layer sitting between them and the AI? The intermediary itself becomes a new
point of failure—potentially logging, mishandiing, or even leaking data before it ever reaches the LLM.
It solves nothing if it just creates another entity to exploit user data.

ChatGPT-40 has a low opinion of the IBM project.

‘If users don'’t trust OpenAl, Google, or Anthropic to handle their data responsibly,” ChatGPT posits. ‘why would they trust a third-party software layer sitting
between them and the Al? The intermediary itself becomes a new point of failure—potentially logging, mishandling, or even leaking data before it ever reaches
the LLM. It solves nothing if it just creates another entity to exploit user data.’

This objection seems self-serving and non-applicable, given the storied history of open source projects that genuinely benefit end-users through the concerted
long-term efforts of community developers and contributors; and given the growing potential of mobile devices to run — and even train — lightweight LLMs.
Certainly in this instance, the use case is not terribly demanding.

Next, ChatGPT confidently misses the point of having a lightweight LLM provide oversight of input towards a commercial LLM that could not possibly be run on a
local machine (because the LLM is too big, and allowing local access is too risky for the company that makes it):
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‘Effective privacy filtering requires understanding the input before deciding what to strip out. If an intermediary is smart enough to recognize sensitive data
(names, addresses, financial details), then it’s already processing and analyzing that data—meaning it has to store or examine the very thing it's
supposed to erase.

‘This introduces a paradox: a) A dumb filter (basic regex substitution) will be ineffective and miss subtle privacy risks. b) A smart filter (LLM-powered
rewriter) has to process the full input, making it just as dangerous as the original LLM.

‘If you trust the intermediary enough to read and rewrite your inputs, why not just trust the LLM itself?’

The answer to the final question here is that the local LLM is intended to be entirely on the side of the user, and inevitably open source, with minimal or zero
need for network access. An equivalent commercial version, however well-intentioned at the outset, would eventually be vulnerable to corporate shifts and
changes to the terms of service, whereas a suitable open source license would prevent this kind of ‘inevitable corruption’.

ChatGPT further argued that the IBM proposal ‘breaks user intent’, since it could reinterpret a prompt into an alternative that affects its utility. However, this is a
much broader problem in prompt sanitization, and not specific to this particular use case.

In closing (ignoring its suggestion to use local LLMs ‘instead’, which is exactly what the IBM paper actually proposes), ChatGPT opined that the IBM method
represents a barrier to adoption due to the ‘user friction’ of implementing warning and editing methods into a chat.

Here, ChatGPT may be right; but if significant pressure comes to bear because of further public incidents, or if profits in one geographical zone are threatened
by growing regulation (and the company refuses to just abandon the affected region entirely), the history of consumer tech suggests that safeguards will
eventually no longer be optional anyway.

Conclusion

We can'’t realistically expect OpenAl to ever implement safeguards of the type that are proposed in the IBM paper, and in the central concept behind it; at least
not effectively.

And certainly not globally; just as Apple blocks certain iPhone features in Europe, and LinkedIn has different rules for exploiting its users’ data in

different countries, it's reasonable to suggest that any Al company will default to the most profitable terms and conditions that are tolerable to any particular
nation in which it operates — in each case, at the expense of the user’s right to data-privacy, as necessary.
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